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Advanced Threat Hunting
Shema

Unable to do certain threat hunts as we only have a Defender Plan 1 license as part of Business
Prem. Required E5.

Business Prem limits our hunts to specific schemas (tables) which don't include Device Events,
Networking Events, Email Events, Email Attachment info and several others.

https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-schema-tables

What we currently have access to under Plan 1:


https://helpdesk.pbr.org.au/File/Get/62092
https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-schema-tables

Schema reference

rch table name

AlertEvidence

Alertinfo

BehaviorEntities

Behaviorinfo

CloudAppEvents

DeviceTvminfoGathenng
DeviceTwminfoGatheringKB
DeviceTvmSecureConfigurationAssessment
DeviceTvmSecureConfigurationAssessmentkB
DeviceTvmSoftwareEvidenceBeta
DeviceTvmSoftwarelnventory
DeviceTvmSoftwareVulnerabilities
DeviceTvmSoftwareVulnerabiliieskB
ExposureGraphEdges
ExposureGraphModes

Identitylnfo

Identityl ogonEvents
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