ZDriveTemp

Zdrivetemp has been created to allow a folder structure to be used to restrict access to areas
based off group and branch. For example, the IT Team have access to an IT folder under business
services but can't access any other group folder or any other branch under Business_services.

Firstly, a drive was created on the windows file server pbr-fs-b1l and the share was made to match
the following permissions and inheritance disabled:

Cwner: Administrators (PBR-FS-B1\Administrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
HR  Allow CREATOR OWMER Full control Mone Subfolders and files only
SR Allow SYSTEM Full control Mone This folder, subfolders and
SR Allow Administrators (PBR-F5-B1'Administrators) Full control MNone This folder, subfolders and

Once set the server share needed to be set so access-based enumeration is disabled. This will
allow for traverse permission to be assigned to the server share:
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KT zdrivetemp Properties — O >

zdrivetemp
Show Al
General + Settings
Permissions +
- [ ] Enable access-based enumeration
-
Access-based enumeration displays enly the files and folders that a user
Management Prop... + has permissicns to access. If a user does not have Read (or equivalent)

permissions for a folder, Windows hides the folder frerm the user's view.

Allow caching of share

Caching makes the contents of the share available to offline users. If the
BranchCache for Network Files role service is installed, you can enable
BranchCache on the share.

Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files
downloaded from this share, and then allows the files to be securely
available to other computers in the branch.

[] Encrypt data access

When enabled, remote file access to this share will be encrypted. This
secures the data against unauthorized access while the data is transferred
to and from the share, If this box is checked and grayed out, an
administrator has turned on encryption for the entire server.

OK | | Cancel Apply

Once the drive was created a DFS path was created in DFS management pointing to the share on
pbr-fs-b1l:
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Go to AD and create a security group for traverse access to the zdrivetemp:
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w 3] Groups 7% SU_KESTIICTED SECUNTY Qroup - ulonal SECUNTY UFGUP TOF TNE FESTRICTED £ UMIVE, L0 NOT eQiT Mempersni
4] DL S& SG_Restricted_Archives Security Group - Glebal SG For Archives Access Z drive
2| Group S& 5G_Restricted_HR_Employeelnfo Security Group - Glebal 56 Z Drive HR Employee Info Folder
al IT 5& 5G_Restricted_Temp Security Group - Global Security Group for temporary restricted Z Drive, Do not edit mer
~ 2 Security %SG_SDrive Security Group - Global

o Remotefccess Groups
2| ServerAdminGroups

5& 5G_ServerAdmins
2, 56_501 Administratars

Security Group - Global
Security Group - Global

:‘: Internet & Email Only Users 2 56_5udo Security Group - Global
‘J_ Keys %SG,SwltchAdmm Security Group - Global
= LostAndFound %SG_TDrive Security Group - Global Security Group for Tenica Backups
v & PKBR %SG_UDrive_Admin Security Group - Global Security group for 5taff folder on U Drive

iJ Corr?puters %SG_WDHVE Security Group - Global
v Siwhlc::n:cgc:iu:::viceAccounts % 5G_XDrive Security Group - Global Security Group for Train Operations MNetwork Drive

5 Users S& 5G_Z_Archives_Modify Security Group - Global Meodify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp'1.Busii
= Program Data S&SG_Z_Board_Mod\fy Security Group - Glebal Modify access for \\pbr.org.autpbrdfs\Drives\zdrivetemp'4.Boa
51 Remote Access Computers 82 5G_7 BuildingServices_Modify Security Group - Global Medify access for V\pbr.org.au\pbrdfs\Drives\zdriveternph2.Infri
3 Servers 5& 5G_Z_BusinessServices_Modify Security Group - Global Modify access for \\pbr.org.autpbrdfs\Drives\zdrivetemp'1.Bus
| System S& SG_Z_BusinessServices_Traverse Security Group - Global Traverse Access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\1.Bus
7| Users 5& 5G_Z_CEO_Medify Security Group - Global Medify access for \\pbr.org.autpbrdfs\Drives\zdrivetemph5.CEC
“| NTDS Quotas % 5G_Z_Cleaning_Modify Security Group - Global Modify access for V\pbr.org.au'pbrdfs\Drives\zdrivetemp\2.Infri
~| TPM Devices % 5G_Z_Cemmercial_Modify Security Group - Global Medify access for \\pbr.org.au'pbrdfs\Drives\zdriveternph3.Visil

% 5G_Z _Cemmunications_Medify
% 5G_Z_Environment_Modify

2 5G_7_Finance_Modify

% 5G_Z_Infrastructure_Medify

% SG_Z_Infrastructure_Traverse

82 5G_7_IT_Modify

8 5G_7_ Marketing_Modify

825G 7 Museurn_Modify

S& 5G_Z_PassengerServices_Modify
82 5G_7_PeoplefiCulture_Modify
82 5G_7_Safety_Modify

% 5G_Z_Signals&Telegraph_Meodify
% 5G_Z TrainServices_Modify

% 5G_Z VisitorExperience_Maodify
% 5G_Z_VistorExperience_Traverse
B 5G_7 WayBWorks_Modify

2 5G_7 Workshops_Modify

83 5G_7Drive_ReadOnly
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Modify access for V\pbr.org.au'\pbrdfs\Drives\zdrivetemp'3.Visil
Modify access for V\pbr.org.au'pbrdfs\Drives\zdrivetemp'2.Infri
Modify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp'1.Busii
Modify access for Y\pbr.org.au'\pbrdfs\Drivesizdrivetemp'2.Infr
Traverse access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp'2.Infr
Modify access for Y\pbr.org.au\\pbrdfs\Drives\zdrivetemnp'1.Bus
Medify access for V\pbr.org.au\pbrdfs\Drives\zdriveternp'3.Visid
Medify access for V\pbr.org.au\pbrdfs\Drives\zdriveternph2.Infri
Medify access for V\pbr.org.au\pbrdfs\Drives\zdriveternph3.Visid
Meodify access for V\pbr.org.au\pbrdfs\Drives\zdriveternph1.Bus
Modify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemph1.Busii
Modify access for V\pbr.org.au'pbrdfs\Drives\zdrivetemp\2.Infri
Meodify access to \\pbr.org.au\pbrdfs\Drives\zdriveternph3.Visiti
Modify access for V\pbr.org.au'pbrdfsi\Drives\zdrivetemp'3.Visil
Traverse access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp'3.Visi
Modify access for Y\pbr.org.au'\pbrdfs\Drivesizdrivetemp'2.Infri
Modify access for Y\pbr.org.au'\pbrdfs\Drivesizdrivetemp'2.Infr
#9689 - Read only access group required

Once the DFS path has been created and the AD security group created for Traverse access, go to
the Zdrivetemp and make sure the below groups are set. For traverse NTFS permissions these AD
groups will always be set to apply to "This folder only" and have the same 4 permissions selected
(see second and third image below).

7 zdriveternp 30/01/2024 49 PM  File folder

Advanced Security Settings for zdrivetemp O X
Name: \\pbr.org.au\PBRDFS\Drives\zdrivetemp
Qwner: Adrministrators (PER-F5-B1\Administrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access
H2 Allow CREATOR OWNER

Inherited from Applies to

Full control Mone Subfolders and files only

SR Allow SYSTEM Full control Mone This folder, subfolders and
SR Allow Administrators (PER-F5-B1\Administrators) Full control MNone This folder, subfolders and
i Full control Mone This folder, subfolders and

e ———
m

Allow 56_ZdriveTempTraverse (PBRASG_ZdriveTempTraverse)

Full control MNone

This folder, subfolders and
This folder only
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Principal: 5G_ZdriveTempTraverse (PBR\SG_ZdriveTempTraverse] Select a principal

Type: Allow w

Applies to: | This folder only w

Basic permissions: Show advanced permissions
[ Full control
[ Modify

[JRead & execute
[] List folder contents

[]Read
['write

Special permissions

Only apply these permissions to objects and/or containers within this container Clear all

Permission Entry for zdrivetemp O it

Principal:  5G_ZdriveTempTraverse (PBR\SG_ZdriveTempTraverse]  Select a principal

Type: Allow w

Appliesto: | This folder only w

Advanced permissions: Show basic permissions
[JFull control [Write attributes
[+] Traverse folder / execute file [] Write extended attributes
[+ List folder / read data [[] Delete subfolders and files
[+] Read attributes [ Delete
[+] Read extended attributes []Read permissions
[[] Create files / write data [] Change permissions
[[] Create folders / append data [] Take ownership

Only apply these permissions to objects and/or containers within this container Clear all

Create other folders under the zdrive temp as show below:

Metwork * pbrorgau » PBRDFS » Drives » zdrivetemp

Mame B Date modified Type Siz
1.Business_Services 29/01/2024 4:45 PM  File folder
. 2.nfrastructure 20/01/2024 4:50 PM  File folder
” 3.Visitor_Experience 9/01/2024 450 PM  File folder
#* 4.Board 29/01/2024 2:49 PM  File folder
- 5.CEQ 24/01/2024 2258 PM  File folder
Data_to_be_copied 29/01/2024 5:26 PM  File folder

For all folders apart from 4.Board, 5.CEO and Data_to_be Copied, there will need to have 2 AD
groups assigned in the NTFS permissions. One Traverse group (allows group members to view
folders) and one Modify group. Create these groups as presented below in AD:
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% SG_Z_Archives_Modify
82 56 7 Board_Modify
%SG Z_BuildingServices_Maodify

% SG_7_BusinessServices_Traverse
82 56_7_CEO_Madify

82 56_7_Cleaning_Modify

2 56_7_Commercial_Madify

% 5G_Z_Communications_Modify
% 5G_Z_Envirenment_Meodify

% 5G_Z_Finance_Modify

% SG_Z_Infrastructure_Modify

% SG_Z_Infrastructure_Traverse
8256_7_IT_Modify

82 56_7_ Marketing_Modify

82 56_7_Museum_Modify

% 5G_Z_PassengerServices_Modify
82 56_7_People&Culture_Modify
2,56 _7_Safety_Modify

% 5G_Z_SignalsB8.Telegraph_Modify
% 5G_Z TrainServices_ Modify

% SG_Z VisitorExperience_Modify
% SG_Z VistorExperience Traverse
82 56_7 Way&Works_Modify

82 5G_7_Workshops_Madify

2 56_7Drive_ReadOnly

% 56_ZdriveTempTraverse

Security Group - Global
Security Group - Global
Security Group - Global

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

Modify access to \\pbr.org.au\pbrdfs\Drives\zdriveternp\1.Business_Services\Archives
Modify access for \\pbr.org.autpbrdfs\Drives\zdriveternp\4.Board

Modify access for \\pbr.org.au\pbrdfs\Drives\zdriveternp\2.Infrastructure\Building_Services
Modify access for \\pbr.org.aul \ m| siness.

Traverse Access to \\pbr.org.au'pbrdfs\Drives\zdrivetemp'1.Business_Services
Meodify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp\5.CEO
Modify access for \\pbr.org.au\pbrdfs\Drives\zdriveternp\2.Infrastructure\ Cleaning

Modify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Commercial

Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Communications

Modify access for \\pbr.org.aupbrdfs\Drives\zdriveternp\2.Infrastructure\Environment

Modify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\ 1.Business_Services\Finance

Modify access for \\pbr.org.autpbrdfs\Drives\zdriveterp\2.Infrastructure

Traverse access to Y\pbr.org.au\pbrdfs\Drives\zdriveternpl\2.Infrastructure

Modify access for \\pbr.org.autpbrdfs\Drives\zdriveternp'\1.Business_Services\|T

Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Marketing

Modify access for \\pbr.org.au\pbrdfs\Drives\zdriveternp\2.Infrastructure\ Museum

Modify access for \\pbr.org.au\pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Passenger_Services

Modify access for \\pbr.org.au\pbrdfs\Drives\zdriveternp\1.Business_Services\People&Culture

Modify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\1.Business_Services\Safety

Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp\2.Infrastructure\Signals&Telegraph

Modify access to \\pbr.org.au\pbrdfs'\Drives\zdrivetemp'3.Visitor_Experience\Train_Services

Meodify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp'\3.Visitor_Experience

Traverse access to \\pbr.org.au\pbrdfs\Drivesizdriveternp)3.Visitor_Experience

Modify access for \\pbr.org.autpbrdfs\Drives\zdrivetemp\2.Infrastructure\ Way8Works

Modify access for \\pbr.org.au\pbrdfs\Drives\zdrivetemp\2.Infrastructure\ Workshops

#9689 - Read only access group required

Traverse access to \\pbr.org.au\pbrdfs\Drivesi\zdriveternp #2306 - temp traverse group created to allow read enly to the top level folders on zdrive temp

AD groups for ZdriveTemp access

All the groups below are used to permissions user to the Z drive

8 56_7_Archives_Modify
9, 56_7_Board_Modify
H,56_7_BuildingServices Modify

% 5G_Z_BusinessServices_Modify
% 5G_Z_BusinessServices_Traverse

M2 56_7_CEO_Modify
2,56 7_Clezning_Modify
H,56_7_Commercial Modify

%SG_Z_CDmmUHI[EtIUHS_MDdIf)'

% 5G_7_Environment_Modify
H,56_7_Finance_Modify

% SG_Z_Infrastructure_Modify
% 5G_Z_Infrastructure_Traverse
2, 56_7_1T_Modify

M2 56_7_Marketing_Modify
H2,56_7_Museumn_Modify

% 5G_Z_PassengerServices_Modify

1, 56_7_People& Culture_Modify
M2 55_7_Safety_Modify

% SG_7_Signals&Telegraph_Modify

2,56 7_TrainServices_Modify

% 5G_Z_VisitorExperience_Modify
% 5G_Z_VistorExperience_Traverse

M2 56_7_Way&Warks_Modify
2, 56_Z_Workshops_Modify

% 5G_ZdriveTempTraverse
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Medify access to \\pbr.org.au\pbrdfs\Drives\zdriveterp\1.Business_Services\Archives

Medify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp'4.Board

Meodify access for \\pbr.org.autpbrdfs\Drives\zdriveternp\2 Infrastructure\Building_Services
Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp' 1.Business_Services

Traverse Access to \\pbr.org.aut\pbrdfs\Drives\zdrivetemnp' 1.Business_Services

Maodify access for \\pbr.org.autpbrdfs\Drives\zdriveternph5.CEQ

Modify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp\2.Infrastructure\Cleaning

Modify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternph3.Visitor_Experience\Cormmercial
Modify access for \\pbr.org.au'pbrdfs\Drives\zdrivetemnp'3.Visitor_Experience\Communications
Medify access for \\pbr.org.au'\phrdfs\Drives\zdriveternp\2.Infrastructure\Enviranment
Modify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\1.Business_Services\Finance

Medify access for \\pbr.org.aut\pbrdfs\Drives\zdrivetemp'\2.Infrastructure

Traverse access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\2.Infrastructure

Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp' 1. Business_Services\IT

Medify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Marketing
Modify access for \\pbr.org.au'\pbrdfs\Drives\zdriveternp\2.Infrastructure\Museum

Modify access for \\pbr.org.aut\pbrdfs\Drives\zdrivetemp'3.Visitor_Experience\Passenger_Services
Modify access for \\pbr.org.au'\pbrdfs\Drives\zdrivetemp' 1.Business_Services\People&Culture
Medify access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp\1.Business_Services\Safety

Madify access for \\pbr.org.autpbrdfs\Drives\zdriveternph2.Infrastructure\Signals&Telegraph
Medify access to \\pbr.org.au\pbrdfs\Drives\zdriveternp\3.Visitor_Experience\Train_Services
Modify access for \\pbr.org.au'pbrdfs\Drives\zdriveternp'3.Visitor_Experience

Traverse access to \\pbr.org.autpbrdfs\Drives\zdrivetemp\3.Visitor_Experience

Medify access for \\pbr.org.au'\pbrdfs\Drives\zdrivetemp\2.Infrastructure\Way&Works
Modify access for \\pbr.org.autpbrdfs\Drives\zdrivetemp\2.Infrastructure\Workshops

Traverse access to \\pbr.org.au\pbrdfs\Drives\zdrivetemp #2306 - temp traverse group created to allow read only to the top level folders on zdrive temp
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